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Matrices (2-Dimensional Tensor)

Dimensions: User x Device

Entry: Number of Connections

User

Num. of

Connections
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Tensors (3+ Dimensions)

Num. Dimensions (d) =3
Dimensions: User x Device x Success

Entry: Number of Connections
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CANDECOMP/PARAFAC Decomposition (CPD)
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Hidden Patterns?
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- Observable variables are often not that useful
Increase in ice cream consumption 2>
Increase in shark attacks

Huh?



Hidden Patterns?
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- Hidden patterns and correlations
) Useful for actionable results
Modeling data

Decision making



Accurate Data Modeling

Nikon Z5, I1SO 2500, f1.8, 15s - White Rock, Overlook, NM
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Accurate Data Modeling

Nikon Z5, I1SO 2500, f1.8, 15s - White Rock, Overlook, NM
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Accurate Data Modeling

Nikon Z5, I1SO 2500, f1.8, 15s - White Rock, Overlook, NM

Automatic Model Determination:
Estimates the number of latent features

using the stability and accuracy of the solutighs via

a bootstrap approach
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Unsupervised Anomaly Detection
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81%

of the cyber espionage

breaches involved phishing
[12]

80%

of data breaches involved

compromised credentials
[14]

Detecting malicious anomalies is a significant challenge

$3.86 million

average cost of a
single security breach

[13]
9%
of the attacks generated

alerts
[19]



Motivation

Source

Traditional anomaly detection methods:
— User Behavior Analysis based on matrix factorization is limited to 2 dimensions
— Popular Machine Learning models are black-box

Rule-based indicators can fail to detect zero day attacks

Supervised solutions need immense amount of labeled data

User

Background Traffic

Non-negative Tensor decomposition for anomaly detection: . m:
- Model multi-dimensional activity profile of the network events

— Produces interpretable results
Detects a few anomalies hidden in a large REAL world data
Generalize to unseen types of attacks that are out of the norm

i |
oy 174000

Destination

14000

/lznon

) o
v 2000 . <
v I 4000 / (w‘mn%oo‘
XXX 6000 4000
User 8000 2000
10000 0

1% Los Alamos

NATIONAL LABORATORY



What do we want to detect? &

>

s
| —
- m SCADA

E (Supervisory Control

and Data Acquisition)
Destination 1&2 Cha"y \
RTU #1 RTU #N

. B
= | /l\ ____________ /N

User 2 Source 2 Destination 3 E' ﬁ ‘E é [ X) ﬁ é

' Nt
ﬁ ! Feeder ‘l]\?llt?%e Transformer ' Points/Nodes of Substation #N
n F o .QTermlnal ete K

Q-e Points/Nodes of Substation #1

1% Los Alamos

AAAAAAAAAAAAAAAAAA



User Network Patterns

Users/devices create predictable patterns in time
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General Unsupervised Anomaly Detection Framework

Train Test
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Tensor Details

Table 1. Tensor details and test set p-value statistics for anomalous and benign events

Tensor Details

Anomaly p-value

Benign p-value

Dataset & Tensor Dimensions Size % Non-Zero Decomposed Rank Mean Std  Count Mean  Std Count
LANL US 11260 x 15055 2.57x 107 20 1993 3253 76 .8945 2421 31,241
LANL UD 11260 x 4796 1.51x107° 20 6399 3315 117 9489 .1829 69,596
LANL USDs 11260 x 15055 x 4796 x 2 1.02 x 1077 4 2721 4090 119 9575 .1677 125,166
LANL USDHs 11260 x 15055 x 4796 x 24 x 2 3.04x 1078 5 1062 2621 137 9801 .1215 955,808
LANL USDHDs 11260 x 15055 x 4796 x 24 x 7x 2 1.60 x 1078 45 0175 .0765 138 .9946 .0664 3,513,527
UGR’16 Neris 3&2 Octet Src&Dest IP Map 7453770 x 65536 x 24 x 7 7.32%x 1077 8 0465 1998 3,001 9717 .1516 20,117,426
UGR’16 Neris 20-Bits IP Map 655360 x 522429 x 24 x 7 1.04 x 107° 10 0262 .1425 6,381 .9659 .1478 23,383,989
UGR’16 Neris 24-Bits IP Map 3865526 x 848382 x 24 x 7 1.09 x 1077 7 1464 3008 2,369 9822 .1034 21,847,564
UGR’16 Neris 4 Character IP Hash Map 65536 x 65536 x 24 x 7 8.04 X 107° 10 0292 1246 8,381 .9447 2065 23,189,409
UGR’16 Neris 5 Character IP Hash Map 1048487 x 663889 x 24 x 7 5.16 x 1077 7 0330 .1599 5,781 9732 .1262 23,250,847
UGR’16 Neris 6 Character IP Hash Map 7477572 x 1019015 x 24 x 7 4.72x 1078 [§ 2813 4315 495 9857 .0922 19,481,318
UGR’16 Spam E-Mail 55287 x 65536 x 24 x 7 2.66 X 107° 20 3814 2165 2495 9791 .1220 1,909,544
PaySim Credit Card 100 x 5x 24 x 7 x 100 x 100 9.00 x 107° 25 .6826 4387 4,391 .9998 .0058 1,224

1% Los Alamos
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Tensor Details

9

Table 1. Tensor details and test set p-value statistics for anomalous and benign events

Tensor Details

Anomaly p-value

Benign p-value

Dataset & Tensor Dimensions Size % Non-Zero| Decomposed Rank Mean Std Count Mean  Std Count
LANL US 11260 x 15055 2.57 x 107 20 1993 3253 76 .8945 2421 31,241
LANL UD 11260 x 4796 1.51x107° 20 6399 3315 117 9489 .1829 69,596
LANL USDs 11260 x 15055 x 4796 x 2 1.02 x 1077 4 2721 4090 119 9575 .1677 125,166
LANL USDHs 11260 x 15055 x 4796 x 24 x 2 3.04x 1078 5 1062 2621 137 9801 .1215 955,808
LANL USDHDs 11260 x 15055 x 4796 x 24 x 7x 2| | 1.60 x 1078 45 0175 .0765 138 .9946 .0664 3,513,527
UGR’16 Neris 3&2 Octet Src&Dest IP Map |7453770 x 65536 x 24 x 7 7.32%x 1077 8 0465 1998 3,001 9717 .1516 20,117,426
UGR’16 Neris 20-Bits IP Map 655360 x 522429 x 24 x 7 1.04 x 107° 10 0262 .1425 6,381 .9659 .1478 23,383,989
UGR’16 Neris 24-Bits IP Map 3865526 x 848382 x 24 x 7 1.09 x 1077 7 1464 3008 2,369 9822 .1034 21,847,564
UGR’16 Neris 4 Character IP Hash Map 65536 x 65536 x 24 x 7 8.04 X 107° 10 0292 1246 8,381 .9447 2065 23,189,409
UGR’16 Neris 5 Character IP Hash Map 1048487 x 663889 x 24 x 7 5.16 x 1077 7 0330 .1599 5,781 9732 .1262 23,250,847
UGR’16 Neris 6 Character IP Hash Map 7477572 x 1019015 x 24 x 7 4.72x 1078 [§ 2813 4315 495 9857 .0922 19,481,318
UGR’16 Spam E-Mail 55287 x 65536 x 24 x 7 2.66 X 107° 20 3814 2165 2495 9791 .1220 1,909,544
PaySim Credit Card 100 x 5 x 24 x 7 x 100 x 100 9.00 X 107° 25 .6826 4387 4,391 .9998 .0058 1,224
v
Extremely Sparse
Large-scale analysis:
tensors with up to 6 dimensions
Los Alamos
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Tensor Details

Table 1. Tensor details and test set p-value statistics for anomalous and benign events

Tensor Details

Anomaly p-value

Benign p-value

Dataset & Tensor Dimensions Size % Non-Zero Decomposed Rank Mean  Std | Count| Mean  Std Count
LANL US 11260 x 15055 2.57x 107 20 1993 3253 | 76 | .8945 .2421 31,241
LANL UD 11260 x 4796 1.51x107° 20 6399 3315 117 | .9489 .1829 69,596
LANL USDs 11260 x 15055 x 4796 x 2 1.02 x 1077 4 2721 4090 | 119 | 9575 .1677 | 125,166
LANL USDHs 11260 x 15055 x 4796 x 24 x 2 3.04x 1078 5 1062 2621 | 137 | 9801 .1215 | 955,808
LANL USDHDs 11260 x 15055 x 4796 x 24 x 7x 2 1.60 x 1078 45 0175 .0765 | 138 | .9946 .0664 | 3,513,527
UGR’16 Neris 3&2 Octet Src&Dest IP Map 7453770 x 65536 x 24 x 7 7.32%x 1077 8 0465 1998 | 3,001 [ .9717 .1516 |20,117,426
UGR’16 Neris 20-Bits IP Map 655360 x 522429 x 24 x 7 1.04 x 107° 10 0262 .1425 | 6,381 | .9659 .1478 |23,383,989
UGR’16 Neris 24-Bits IP Map 3865526 x 848382 x 24 x 7 1.09 x 1077 7 1464 3008 | 2,369 | .9822 .1034 |21,847,564
UGR’16 Neris 4 Character IP Hash Map 65536 x 65536 x 24 x 7 8.04 X 107° 10 0292 1246 | 8,381 | .9447 .2065 |23,189,409
UGR’16 Neris 5 Character IP Hash Map 1048487 x 663889 x 24 x 7 5.16 x 1077 7 0330 .1599 | 5,781 | 9732 .1262 |23,250,847
UGR’16 Neris 6 Character IP Hash Map 7477572 x 1019015 x 24 x 7 4.72x 1078 [§ 2813 4315 | 495 | 9857 .0922 |19,481,318
UGR’16 Spam E-Mail 55287 x 65536 x 24 x 7 2.66 X 107° 20 3814 2165 | 2,495 9791 .1220 | 1,909,544
PaySim Credit Card 100 x 5 x 24 x 7 x 100 x 100 9.00 X 107° 25 .6826 4387 4,3% .9998 .0058 ﬂ24
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Tensor Details

Table 1. Tensor details and test set p-value statistics for anomalous and benign events

Tensor Details

Anomaly p-value

Benign p-value

Dataset & Tensor Dimensions Size % Non-Zero Decomposed Rank Mean Std  Count Mean  Std Count
LANL US 11260 x 15055 2.57x 107 20 1993 3253 76 _.8945 2421 31,241
LANL UD 11260 x 4796 1.51x107° 20 .6399 3315 | 117 | .9489 .1829 69,596
LANL USDs 11260 x 15055 x 4796 x 2 1.02 x 1077 4 2721 4090 | 119 | 9575 .1677| 125,166
LANL USDHs 11260 x 15055 x 4796 x 24 x 2 3.04x 1078 5 1062 2621 | 137 | 9801 .1215| 955,808
LANL [USDHDs 11260 x 15055 x 4796 x 24 x 7x 2 1.60 x 1078 45 0175 ).0765 138 .0664 3,513,527
UGR’1p Neris 3&2 Octet Src&Dest IP Map 7453770 x 65536 x 24 x 7 7.32%x 1077 8 0465 |.1998 3,001 1516 20,117,426
UGR’1p Neris 20-Bits IP Map 655360 x 522429 x 24 x 7 1.04 x 107° 10 0262 |.1425 6,381 659 .1478 23,383,989
UGR’1p Neris 24-Bits IP Map 3865526 x 848382 x 24 x 7 1.09 x 1077 7 1464 |.3008 2,369 /.9822 .1034 21,847,564
UGR’1p Neris 4 Character IP Hash Map 65536 x 65536 x 24 x 7 8.04 X 107° 10 .0292 |.1246 9447 2065 23,189,409
UGR’1p Neris 5 Character IP Hash Map 1048487 x 663889 x 24 x 7 5.16 x 1077 7 .0330 .1599 9732 1262 23,250,847
UGR’1p Neris 6 Character IP Hash Map 7477572 x 1019015 x 24 x 7 4.72x 1078 [§ 2813 ||.4315 9857 .0922 19,481,318
UGR’1p Spam E-Mail 55287 x 65536 x 24 x 7 2.66 X 107° 20 3814 |.2165 /2,495 9791 .1220 1,909,544
PaySim| Credit Card 100 x 5 x 24 x 7 x 100 x 100 9.00 x 107° 25 .6826 | .43 4,391 9998 .0058 1,224
v L 34

Los Alamos

NATIONAL LABORATORY

1) User — Source — Destination - status
2) User — Source — Destination — Hour - status
3) User — Source — Destination — Hour — Day - status

Adding temporal information

to the tensor makes the

model more certain
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Public Dataset & Software
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Chapter 1

Unified Host and Network Data Set GitHub

Melissa J. M. Turcotte**, Alexander D. Kent* and Curtis Hash' E ;;l.l" ‘%.; E
*Los Alamos National Laboratory, s .‘!'g:f: s e
*

o’

Los Alamos, NM 87545, USA 3 u;.!:o o o3 o ® ,0!03:!

TErnst & Young, New Mexico, USA .3, I_SCAN—I . ;..
L)

Emturcotte @lanl.gov

The lack of data sets derived from operational enterprise networks continues to
be a critical deficiency in the cyber-security research community. Unfortunately,
releasing viable data sets to the larger community is challenging for a number
of reasons, primarily the difficulty of balancing security and privacy concerns
against the fidelity and utility of the data. This chapter discusses the importance .
of cyber-security research data sets and introduces a large data set derived from the h b I I I l C P A P R
operational network environment at Los Alamos National Laboratory (LANL). g It u - co m a n py —

The hope is that this data set and associated discussion will act as a catalyst for

both new research in cyber-security as well as motivation for other organisations
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Motivation
ML and Recommender Systems

« ML has grown in popularity, including

recommender systems
* Books, music, merchandise in e-commerce

« Companies gain customer loyalty and

increase sales [16,17]
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Traditional Collaborative Filtering
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No Privacy!

PRIVATE
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Clients

AAAAAAAAAAAAAAAAAA

[18,19]
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Yes Privacy! Federated Collaborative Filtering[20'21]
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_ [22]
Problems: What if someone leaves?
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Problems: Too many to fit in this title

Local _ Iterative
ML Clients Model
Models Updates

AAAAAAAAAAAAAAAAAA

[23, 24]
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ML
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Solution = One-shot Federated Collaborative Filtering

Local
ML
Models

Clients

1% Los Alamos
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Single Round of
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Method Summary

9
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Performance

Dataset Num. Groups | Num. Improved | RMSE Improve | RMSE Reduce | Members-RMSE Pearson | Ratings-RMSE Pearson
MovieLens 100K 365 359 -0.22 (+ 0.008) 0.07 (+ 0.092) -0.06 -0.11
MovieLens 1M 1,422 1,420 -0.31 (£ 0.005) 0.07 (£ 0.381) -0.12 -0.16
MovieLens 100K MovieLens 1M
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Performance

RMSE Results on Datasets

Method Reference # of Comm. Rounds MovieLens 100K MovieLens 1M
Standard CF

Non-Private/Standard CF (CNMF) - = 0.71 (& 0.006) 0.76 (+ 0.006)
Groups’ Local CF (CNMF) - - 1.00 (£ 0.022) 1.22 (£ 0.013)
Iterative Federated Baselines

CLFM-VFL [9] 1-175 ~3.80 (NA) — ~1.00 (NA) NA
FedRec (SVD++) [4] 10—100 ~0.95 (NA) — 0.92 (£ 0.005) | ~0.90 (NA) — 0.84 (+ 0.001)
Homomorphic Encryption (3] 10—100 ~3.40 (NA) — 1.03 (NA) NA
FCMF (7] 50 0.95 (£ 0.005) 0.88 (£ 0.001)
FedRecon [5] 500 NA 0.90 (NA)
FedGNN [6] NA (>1) 0.92 (NA) 0.84 (NA)
Two-order FedMMF 8] NA (>1) 0.92 (£ 0.003) NA
FedMF [2, 6] NA (> 1) 0.94 (NA) 0.87 (NA)
FCF 1, 6] NA (> 1) 0.95 (NA) 0.87 (NA)
One-shot Federated CF

FedSPLIT (ours) 1 0.78 (+ 0.016) 0.91 (+ 0.016)

9
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Malware is a problem!

Save Time & Reduce Cost[3°!
ML can reduce response and recovery time

(NG
D\ /\

\*/ &)

1.3 billion(2s! CE 13.5 million(2s!

Total reported malware New malware specimens
malware specimens in 2022 reported monthly

$2.5 million(28] $4.62 million[?7]
Yearly average cost of Cost of ransomware breach
malware to organizations

Growing Sophistication[2829]

Capabilities of malware in the wild grow
@) Los Alamos P ;



Machine learning can help, but...

I

Class Imbalancel3!
Many solutions focus on detecting most
prominent malware

Novel Malwarel31l
Majority of the solutions can not
detect novel malware

Popular Supervised Methods!3! Expensive Labels[3!]
Supervised models need a large quantity of Labeled malware data is expensive and
labeled data, poorly generalize to new data time-consuming to obtain

Semi-supervised Methods[31]
The research community had not widely explored the application of
semi- supervised learning to Windows malware detection

—~_
1% Los Alamos



Random Forest of Tensors (RFoT)

Bulk Semi-supervised Malware Family Classification

Ensemble of Random Tensor Configurations Check Cluster Purities to Remove the Noisy Components Final Class Prediction
f Features n \ 9 2K ® ® & |Cluster 1 711\,1 n,l’? nl’k
Ny N3 Ny wxp | | " e o) i Cluster 2 ® O O
ns 2 k - ® ®
o M1 4 ] s .
= P Cluster 1 Known Samples:® & & Good Purity: o -

g M2 v | * > n1| X, \J Cluster 2 Known Samples: ) O O 0 Keep the ® © o
3 n g 3 Component ® O - O
1,3 2 18 42 ’ Max Vote

C @ Class Label
LT o
1| x, AN

\_ ")

Factorize Each Tensor, Apply Clustering and Vote on Classes
WD WD WD
* Tensors are useful! a & o &m
i H | n SN N)\lza(i’a)+ )\21:1a(i’a)+ + A&{:la(i’a)
e Semi-supervised methods do help! 0, ! 2t - R
¢ Q(?sz Q@J) Q@]) I
. g K4 2 2. )
* Low quantity of labelled data — oo @@ @ Vote Malware
® @ Clusterl
------------ O 07 Cluster2

—no problem! v, e}
’ Unknown

Known = .
k Benign-ware ~ Sample Vote Benign J
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HNFMk Classifier

Bulk Semi-supervised Malware Family Classification

X3
X Feature 1 Feature 2 Feature 3 Subset in X corresponding to @
X:i samples in the cluster
Feature 1 :> X::1 X X3 <
Begin with
Mode 1 -
X Unfolding Cluster

@ * malware families
1

&
NMFk > [wort ke 002
argmax
along second

cluster quality >
threshold?

xis of W
aee 3 If no known D
* Works well with low quantity of labelled data! (2) o (3)  fempiesin the cuse Y@
e Extreme class imbalance and a lot of classes? TS (AT
@ based on the known
- no problem!
*  Somewhat detects novel malware

World record 2.9k malware families
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Address the shortcomings
Real-time semi-supervised malware characterization

Malware Detection Malware Family Identification of
Classification Novel Families

Malware-DNA V

1% Los Alamos
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MalwareDNAIPatent: 10]

« Consider software as genomic DNA, and malware as mutations in DNA
» Discover the hidden hierarchical structure of malware in the genome

« Extract identifying malware signatures using tensor decomposition

2021

RD

100

WINNER BRONZE
I

Reject-optioni32
— Detects novel malware families

AAAAAAAAAAAAAAAA



Data

Count Labels in
the Clusters

W(subset)
S3:

Uniform Calculate uniformity
Cluster of each cluster

(semi-supervised)

Signature
Archive
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@ |dentifying new Samples oy
.g— @ @ N
PROJECT " TO ARCHIVE @ D & @

NEW MIXED DATA

4 QAR Y

90% 10%

IDENTIFY

Signature Archive
CHARACTERISTICS

@ Reject-option (selective classification)
PROJECT [ TO ARCHIVE UPDATE ARCHIVE

NNLS
UNSEENDATA  —— T
B —— | _=
T Nl X Yo

Reject-option

—~_
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Selective Classification (Reject-option)

r.? :f

| Self-awareness for ML model to know when it does not know

" “the more I learn, the more | realize how much | do not know.” - Albert Einstein

“If knowledge is power, knowing what we do not know is wisdom” 132, 33]

Withdraw from making a decision for uncertain predictions using confidence
e Useful when a mistake is expensive

Qp— Wi
e Enable knowledge discovery: novel malware families
N
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Distribute the Computation with HPC:

Scaling the experiments

Example dendrogram to demonstrate hierarchical clusterin,
Wk Wk P ¢ ¢
‘e 2 NMFk
X (k%P e, X(@kP") . | NMFk
First NMFK—— #% % R ?:7'! ] NMFk
* sdfe oo |
Y *A¢ ~ < .. S -° S 15
Sa \,,' 3 NMFk
e NMFk | | NMFK | | NMFk
b NMFk
" opt
X (FkPT) o5
X (k")
" E‘v 6 10 12 13 7 1‘4 4 8 1 3 2 9
Ww(ak?) W(ek?)
1 1
v v
Wk P ower”) WP
v
Malware Family
@ adposhel @ farcit ® ramnit ) vtflooder ® ot
@ cmotet installmonster sality @ «xuat zusy

Fig 2. Demonstration of the hierarchical application of NMFk and clustering of malware.
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Distribute the Computation with HPC:

Scaling the experiments

E Node 1 drogram to demonstrate hierarchical clustering

1% Los Alamos
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Experiments

Using the EMBER-2018[34] dataset, we randomly sample 10,000 benign-ware,

0.14

and malware specimens from families: 012
- Ramnit, , Emotet, 50
0.044

— Select Ramnit to represent a novel family. 02

—— AURC=0.02 !

0.50 0.55 0.60 0.65 0.70 0.75 0.80 0.85 0.90 0.95 1.00

We achieve AURC" score of 0.02}:
« At ~84% coverage: ~0.975 F1

Coverage

TABLE I

PERFORMANCE OF MALWAREDNA COMPARED TO BASELINES.

REJECTION SEEN PROVIDES THE FALSE REJECTION PREDICTIONS FOR

» ldentify ~100% of Ramnit as novel

THE SAMPLES THAT BELONGS TO KNOWN CLASSES. REJECTION NOVEL IS
THE TRUE REJECTION PREDICTIONS FOR THE SAMPLES THAT BELONGS TO

A NOVEL MALWARE FAMILY. XGBOOST+SELFTRAIN AND
. Surpasses supervised and semi-supervised LIGHTGBM+SELFTRAIN ACHIEVE AURC SCORE OF 0.654 AND 0.651.

_ L P T Recal T Reacfions —
baselines I%MalwareDNA (ours) | 0975 | 0975 | 0977 | 1570% | 10000 % |
XGBoost 0416 | 0699 | 0510 NA NA
"Area Under the Curve of Risk-Coverage!®?] LightGBM 0.297 | 0.749 | 0338 NA NA
g XGBoost+SelfTrain | 0.096 | 0258 | 0.108 434 % 18.09 %
1% Los Alamos LightGBM+SelfTrain | 0.096 | 0078 | 0.197 2.89 % 17.14 %
02
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Experiments —
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TABLE I
DISTRIBUTION OF MALWARE FAMILIES IN TRAINING AND TESTING SETS
REPORTED WITH MEAN NUMBER OF INSTANCES AND THE CONFIDENCE

Ex pe ri m e n ts - INTERVAL OVER 10 SAMPLE TRIALS.

Malware Family Training Set Testing Set
xtrat 4853.9 (+ 12.6) | 543.1 (+ 12.2)
installmonster 3750.3 (+- 10.2) | 416.7 (+- 11.5)
adposhel 3216.4 (+- 6.6) | 361.6 (+- 5.6)
zusy (rare family) 638.0 (+- 7.0) 67.0 (+- 6.9)
emoted (rare family) 232.2 (+- 3.8) 25.8 (+- 3.8)
farait (rare family) 97.2 (+- 1.9) 11.8 (+- 1.4)
ramnit (novel family) 0.0 1029.0 (+- 2.4)
1.01
0.8
()
)
O 0.6
wn
— 0.4
L
0.21
0.0- B . ; -
adposhel emoted fareit installmonster xtrat zZusy ramnit (novel)] Average All
Family
Model

B |ightGBM @ LightGBM-SelfTrain s MALWARE-DNA (Projection Similarity) glels MALWARE-DNA (Ensemble Voting)
B XGBoost U XGBoost-SelfTrain I MALWARE-DNA (Data Augmentation)

‘@ Los Alamos 3/11/24
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Public Code:

Large Data Modellng Capabilities

Applications in . n
Interdisciplinary Array of Fields 0

]
]
OTun

CI—-—ICI

) Advanced Text Pre-processing
and Cleaning

Post-processing Toolset for
Actionable Results

Accurate Pattern Extraction via
Tensor and Matrix Factorization

Vi

Al Reasoning and Data Analytics

Customizable Interface to (
Tackle Specific Tasks d
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‘epository details have been saved.

® T-ELF pisie ©ummsen 5
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@ aksimekin update documentation v 6d7%ce 16 hours ago D7 commits
athuofworiows st commit 1 hows ago
TeF
data

m s
examples 16 hours ago
seips firstcommit 17 hous ago
tests first commit 17 hours ag0
siignore frst commi 17 hours ag0
cmaToNci firstcommic 17 hous ago
Lcense firstcommit
Publcatons.md first commit 17 hours ago
REAOME md update documentation 16 hous ago
envionment_cpuymi firstcommit
environment_gpuymi firstcommit
reauirements xt first commit
sotppy frst commit 17 hours ago

= ReaoMEma 2

Tensor Extraction of Latent Features (T-ELF) ~

>

% Los Alamos

Q Typedto search

% Fork 0 # s 0

m About @

Tensor Extraction of Latent Features (T-
ELF). Within T-ELF's arsenal are non-
negative matrix and tensor factorization
solutions, equipped with automatic
model determination (also known as the
estimation of latent factors - rank) for
accurate data modeling. Our software
suite encompasses cutting-edge data
pre-processing and post-processing
modules.

& lanlgithub.iofT-ELF|
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https://github.com/lanl/T-ELF

> Thank you!

‘Q Questions?

Contact: maksim@Ilanl.gov

smart-tensors.lanl.gov
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